MidnightBSD Developer Journal

Sun, 26 Mar 2006
2:25 PM

Midnight BSD
| thought I'd create a new journal to track progress on Midnight BSD. It might be interesting and supplemental to
information on the site someday .

Security: Public
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Mood: Not Specified
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Sat, 22 Apr 2006
12:20 AM

CVS corrections

| finally got time to work on the source repository.

lusr/src/share/doc/usd/13.viref didn't get imported properly which caused the world to fail. I've imported the
makefile which didn't get added initially. The kernel config files for various architectures didn't get imported
either. I'm adding those now.

Checking out the source is working now

To setup your environment use:
CVSROOT=:ext:user@mail.foolishgames.com:/home/cvs
CVS_RSH=ssh

Of course you need an account for this to work. | do not have anonymous cvs working at this time.

Security: Public
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Thu, 18 May 2006
2:48 PM

Status

| was able to get some snapshot isos built. I'm throw alink in to them soon. The sticking point with me right now is
what to do about awindow manager. There are quite afew choices and many are GPL licensed. 1'd prefer to use
BSD or MIT licensed code when possible. | don't see much choice though. Here's my short list: (not that
short)WindowM akerSawfishX FCEsomething custom...OpenBSD's modified twm?l also considered enlightenment 1.6
and 1.7. | liked 1.7, but its not stable enough yet. Afterstep istoo weird in recent versions. The problem with
window managersisthat for somethey arereligion. Of course ports will contain others anyway, but | want a solid
default. It refects the usability and spin put on my project.I'm leaning toward WindowMaker. | prefer it personally
and | showed a few users WindowMaker vs Ghome and KDE desktops. Most described WIndowMaker as simple. |



didn't have them use it though. Usibility isvery important to me. | don't want KDE because two other BSD projects
are exploring that and I'm not sure how receptive Gnome developers would be to including patches | might need. If |
go the gnome route, | might aswell call it ubuntubsd or something. | don't want that.I'm just going to do
WindowMaker in the first few releases and work on something custom long term. That seemsthe best. Still don't
know what toolKkit to use though. :)
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Tue, 4 Jul 2006
10:51 AM

CVS

The cvs server was recently moved to stargazer.midnightbsd.org. |'ve also moved the website to the new server as
well. xorgisnot currently building. | haven't had timeto look at it yet, but you can simply use the FreeBSD 6 stable
packages safely.
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Tue, 8 Aug 2006
9:42 AM

Snapshot
Over the weekend, | created a new snapshot iso of MidnightBSD. It includes 7 security patches and a new version of
Sendmail. It has has some minor fixes with the rc scripts.
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Mon, 14 Aug 2006
11:06 AM

Sysinstall work
Today | made some changesto sysinstall. 1'm hoping to get ftp install working with the next snapshot. | also
imported the latest sendmail release over the weekend.
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Thu, 17 Aug 2006
9:16 AM

ksh import

MidnightBSD now includes OpenBSD 3.9's ksh which is based on pdksh. ksh is not included in /rescue and is not
static. /bin/sh has not be changed to ksh either. | want to import a few more changes and release a new snapshot in the
next few days. I'll attempt a sparc64 build soon.
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Fri, 18 Aug 2006
11:00 AM

Download speeds, iso image, install tips

A few people have inquired about the download speed problem from the ftp/webserver. | am running the
server on a business cable modem package which does not have a lot of upstream. | did a recent speed
test using speakeasy.net's server. 8314kbps down 823kbps up to chicago. | need a mirror quite badly. |
sent an application to ibiblio but have not heard anything.

As for the iso image, the md>5 for disk 1 does look wrong. I'm going to switch out the network cable and
post a new snapshot for x86 and sparc64.

| did download the iso last onto a desktop and did a virtual pc test install. It worked ok.

Note on installtion: Do not use "all" or "xorg" options when it asks you to select relevant packages. The
current snapshots do not include ports or documentation (aside from man pages) so those options will
cause you to get errors during the install.

pkg_add intentionally points to FreeBSD's server and will fetch 6-stable packages. They still work for now
and until | get ports up its a convenient way to get xorg and other items installed. | have not altered the sup
files yet either.

The recommended way to get source is to check it out using the new anonymous cvs. (as of yesterday)
Information is in the develop section of the website.
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8:07 PM

Sun sparc64, i386 Torrent



I've just posted the first snapshot build for sparc64 on the ftp server. It was built on asun ultra 10 3d creator. It took
me about 11 hours to complete the snapshot build. | was also working on a new 1386 snap, but my build system
experienced some problems today as my air conditioning was on the fritz. I'll attempt a build againin afew days.
1386 is available via bittorrent, but sparc64 is ftp only for now.There will aso be some changes commited to ksh
soon.
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Sun, 20 Aug 2006
10:25 AM

ISC mirror, OpenSSH, OpenNTPD, etc
The ISC has setup a mirror of MidnightBSD on http://mirrors.isc.org. Special thanks to them. Their mirror
contains the entire FTP archive including the recent sparc64 snapshot.

Adam upgraded OpenSSH in the tree yesterday. I'll attemp a new i386 build when | get a chance.

I'm working on migrating to OpenNTPD. I've got about half the work completed. Anyone having problems
with configure scripts should simply copy the FreeBSD releated entries in the config.guess/config.sub and
replace FreeBSD with MidnightBSD and freebsd with midnightbsd. Also remove any additional entries for
GNU "distros" of freebsd. | asked the GNU to patch their scripts. We'll see what happens.

I've had to disable ftp and http a few times. The traffic has been so bad nothing would come in or out. I'm
hoping the mirror will help. | appologize to anyone downloading when that occured.

I'll write another entry when the source tree is "safe" to build. If you don't need ntp, you should be able to
just delete those directories src/contrib/ntp and src/usr.sbin/ntp and it should work alright.

Finally, we've been looking at countless window managers. Several people have expressed interest in
xfce. We haven't made a final determination but xfce, fvwm-crystal, WindowMaker, something custom, or
some offshoot work for the etoile project are all in the running. Two of these choices don't exactly fit into
my usability requirements. If they were chosen, it certainly would not be perminent. xfce has some nice
points, but its also quite mainstream. was hoping to be a bit unique.
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Tue, 22 Aug 2006
1:39 PM

rdate
rdate isin the tree but i'm not quite happy with it yet. 1'm going to go back to the code when | get achance. | also
imported updated timezone files last night. That's not too bad to do. Today while looking at df cvs, i noticed they



also imported OpenBSD rdate. That means eveyrone but FreeBSD isusing it provided netbsd still is. | seea
convention. Of courseitsin freebsd ports anyway...I'm toying with adding vesain the kernel by default. 1t doesn't
make alot of sense on servers, but it does on desktops. There are some cases it would be nice on a server too. | may
need to create a desktop and server kernel config soon or do it by architecture. I'm not sure what happens on sparc64
with vesafor example. | need to look into that. | played with fvwm-crystal last night. Now that i've tried it, my
opinion has changed some. Using the dock or start menu (nebula?) style it wouldn't be too foreign to others. | did
have afew crashes and certain mouse gentures could really cause some chaos with my mom. Her app windows would
disappear out of nowhere on her. That might be fixable with customization, but the crashes are not so easily. Itisa
devel version of fvwm 2 as a base after all. Maybe when it goes stable... Aside from that, | think we've exausted
window manager choices. WindowMaker is still my favorite for personal use however it also crashed when playing
with some gnustep apps. There could be something strange with my system aswell. 1'm also using packages from
stable for some of it so that could be the problem. (fvwm isNOT a package) I'll ook at the core files later.Finally,
portability isanissue. We need to make sure the window manager will actually compile on sparc64, etc. Firefox will
not compile on freebsd last i checked. | think gtk isbroken. 1'm seriously thinking about making my own wm now. |
have an interface in mind already, its just picking the libraries to use with it. We may just do arelease with fvwm and
see what people do. | strongly favor using either gtkmm or gnustep for our graphical apps. The pc bsd installer code
isvery clean but uses gt. Itsstill amodel for agood installer. | did atest install today and was quite impressed. We
need to get there at least. I'm thinking these issues must be resolved for .1 release:zoneinfo Etc/UTC and rdate fixrc
script cleanups (formatting and any necessary changes)man page clean up (for additions/changes we've done)All urls
pointing to midnightbsd servers. Decide what to do about pkg_add and portsnap along with ports.Some ports ready.
At least xorg, a browser, and some common libraries. Some update to the em driver.Look at other contrib software to
determine version status.Changes to the installer to remove freebsd specific features, etc..2 release will need
this:security patch procedure including binary patches (roadmap for it at least)more ports, port utilitiesimprovements
to installerany bugfixes and some driver updatesmore work on the gui environmentBy .3 i want to have the window
manager determined and hopefully working. If i write my own, it would be started and useable to some degree.
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Thu, 24 Aug 2006
12:26 AM

PPP Buffer overflow, rdate

Adam patched the ppp(4) buffer overflow also found in FreeBSD today. Its recommended to update to the latest
sources to receive the patch. If you are using the last x86 iso, please remember that the password format has changed
to blowfish and we've switched to OpenNTPD/rdate. OpenSSH was also updated to the latest version recently.
Another wordsitsabit of ajump. I've found some problems with soft updates today aswell. Large amounts of disk
io on raid volumes can cause soft updates to consume all available memory and crash in some cases. Its not always
consistant, but does happen. If you experience this problem, disable soft updates on the volume.  I'm experimenting
with several kernel patches right now that may help abit with this and other problems. | do not think these patches
will completely fix soft updates. There have also been some problems found in ufs recently where deadlock can occur
with snapshoats. If these recent kernel patches work out, i'll do a new iso release soon. This might be the beginning of
some serious kernel changes. When | started this project, | was mostly concerned with userland changes up front. |
was hoping that | could avoid major kernel changes until after a 1.0 release. It appearsthat is no longer the case. For
anyone tracking FreeBSD, the PPP patch coinsides with FreeBSD-SA-06:18ppp. 1'm now building leapseconds files



in /usr/share/zoneinfo/right to work with rdate's -c flag. Thiswas commited yesterday. The new website project is
coming along. | didn't get much opportunity to work on it today with all the other issues popping up. We have
someone working on a new logo for us and I've made a new temporary logo that will go with the new theme. |'ve
decided to drop the current color scheme even though its somewhat unique among the other BSDs. For those of you
who don't know, MidnightBSD was named after my cat. Helovesto sit on computers. The butterfly never made
sense with the name and was just something | could throw together inillustrator. On the desktop environment front,
fvwm-crystal looks like its going to be our temporary window manager for sure. WindowM aker.info appearsto be
down and the freshmeat page is also disabled. | don't want to track a dead WM. Regardless of our final choice, | have
every intention of including GNUstep with our distro. Thereisn't much US interest, but thereis a great deal of interest
in europe. On afinal note, my kernel just built so its testing time.
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1:03 AM

Hardware upgrade

The site was down earlier today for a hardware upgrade. Additional ram was added to the cvs/web server. This
should solve some of the problem we've been having lately. Its still recommened you download midnightbsd from the
isC server.
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10:42 PM

em driver patch

I've been running on the em driver code since about 3am. So far so good. I'm still not happy with the network
performance though. Further investigation is needed.l am in the process of setting up a second server to help
distribute the load. There has been some stability problems with my current amd box. |'m debating about moving cvs
over toit. If so,i'll setup anew third level domain cvs.midnightbsd.org to simplify things. That system hasaviavge
gigabit NIC. I'd liketo test the driver and compare its performance to the em's.
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Fri, 25 Aug 2006
1:05 PM

Last night's patches
Again, | had a focus on the kernel. | fixed a bug with usb keyboards where they'd start repeating keys,
especially arrow keys! It started after my kbdmux update. So far so good. It mostly only occured in x11.



Some of the network card code was updated including vge and mii which it depends on. | also added the
ifmedia_baudrate function from freebsd and netbsd.

hwpmc was updated but | don't know how well its working yet. In the process, | patched the vm's zeroidle
and it seems peppy. | should start doing formal benchmarks with these changes. | can say the interactivity
imporved greatly.

I have one more kernel patch i'd like to apply before .1 release. The remaining work is all in userland.
Mostly we need to get some ports working and get x11 installed. x11 will be installed as port to ease in
upgrading and dependancy checking. | may ship an old version just to get something working out of the
box soon.

userland should be fairly safe from a security perspective now. We are current on patches that have been
added to freebsd up to this point. Our ports tree is very dated and some of that software is not safe | would
imagine.
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8:53 PM

New snapshot posted for x86
A new snapshot was posted on the ftp and http server today. It should be mirrored by isc soon. The torrent still links
to the old one and will be fixed in afew days.
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Mon, 28 Aug 2006
8:20 PM

(no subiject)

mergemaster was patched over the weekend. 1t now correctly handles /etc changes. Archite created alist of security
areas where we can improve in the default install. Most of my weekend was spent researching ports. | posted a perl
port update that allows perl 5.8.8 to build with default options. Threaded perl is not guaranteed to work, etc. Quitea
few things depend on perl building including the x11 port. Archite is working on adding sudo to the default

install. We've received alot of attention from GNUstep fans. | think my choice to include GNUstep is theright one. |
think | must clarifiy my position on licensing. Anything going into the kernel must be BSD licensed. Userland
consists of software falling under several licenses. Creating a GUI environment on al BSD licensed software does
not seem possible. | fedl it is ok to use BSD or GPL software in an os environment, but do prefer BSD licensed
software. | do not have a problem with binary blobs in drivers, but wish to avoid them when possible. | think
OpenBSD has done some amazing work with their OSS drivers for WIFI, but as a desktop BSD | can not be so strict.
I do hope code sharing between MidnightBSD and the other BSDs will remain possible in the future. Hereis an
informal list of software | am considering for MidnightBSD:GNUstep (almost in the bag)Etoile (including their



window manager)FirefoxThunderbirdatermThe gimpgaimA selection of GNUstep basded software.l have not decided
on an office application. OpenOfficeisn't exactly my favorite and itsrather large. It also requiresjavafor some
functionality. I've also received alot of questions about the installation of MidnightBSD. Theinstaller ishard to use
and its astumbling block. It will be replaced, but most likely not for .1 release. 1'm 50/50 between a graphical
installer using x11 and acommand line installer like bsdinstaller. (DF, etc)Ports are another hot topic. I'mat a
crossroads with ports. FreeBSD style ports are tough to maintain. | would have to fork ports and improve them as |
go. | don't personally have much interest in the ports infrastructure beyond a graphical management utility for end
users similar to Fink on OSX or Ubuntu's add/remove features. pkgsrc from NetBSD is a possibility down the road.
Right now it does not build. The GNU config project who maintains the config.sub and config.guess files has not
patched for MidnightBSD yet. Any software using configure fails. The patch is ssmple enough. If you need to do
this yourself for now, | suggest you look at FreeBSD or DragonFly's (especially DF) if its arecent copy of thefiles.
You'll see the changes you need to make. Hopefully that project will patch soon. I've sent a patch to perl maintainers
to add a midnightbsd.sh hints file to solve problems with that. FreeBSD's hints file will alow it to build provided you
hack out the old entries and adjust version number checks. We are .1 and yet similar to 6.1 FreeBSD. If someone
wants to join the project and work on portsinfrastructure I'll fork it. If someone wants to manage package builds and
work with pkgsrc, I'll go that way. Frankly | don't want to work on ports. | have many other issues like the kernel,
userland, and the gui environment to worry about. In the short term, I'll simply maintain a freebsd ports fork which
will have dated and often non-building software. :( Y ou can check out our ports from cvsusing "ports'. portsnap will
continue to point to freebsd ports for now and pkg_add -r will fetch from thier stable tree for now.
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Thu, 31 Aug 2006
12:54 AM

Ports

The xorg port joins the small list of ports that we've tested and patched to work with MidnightBSD. Itisan old
version, but it works. (6.8.2) Working: (notei have libtool 15 installed)perl 5.8.8, imake6, xorg 6.8.2, aterm,
windowmaker, zsh, libtool 15, bash2, atk, glib 2.6.x, gtk+-2.6.10, pango 1.8.2Failing:libtool 13, firefox (configure
script failure)l posted a snapshot of the ports on the ftp server. 1t will be mirrored by ISC eventually. | also started
putting distfilesup. The ports tree doesn't use it yet, but you can manually fetch the source if needed.
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Tue, 5 Sep 2006
6:18 PM

Perl
I'm in the process of making changes to the perl port after feedback from users. I'll post when its clear.

I've also had reports the time zone is not set properly in the installer. | have a feeling | will be working on
the installer quite a bit soon.



On a side note, | noticed a post about localhost performance recently. FreeBSD is working on the low
performance and determined its related to preemption. If you compile a new kernel without it, performance
will improve in some cases.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Wed, 6 Sep 2006
6:11 PM

ATA driver

I commited a patch to the ATA driver which corrects a few possible deadlock cases. Its not quite as good
as it could be, but it should at least prevent some problems. It needs further testing as my development
machine only has IDE optical drives. This may correct some of the problems noticed when deleting a large
directory (rm -rf) or other highly intensive disk operations. I'll test upgrade another system when | get more
time. Archite will also be testing the patch tonight.

This is the first real src commit in awhile. I've been busy with ports lately. Once the patch is tested, its
strongly recommened you build a new kernel from it.
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Thu, 7 Sep 2006
3:05 PM

Security Patches
| patched MidnightBSD for the recent OpenSSL and BIND security vulnerabilities. This should keep usin sync with
FreeBSD on security for the year to date.
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Fri, 8 Sep 2006
8:13 AM

Ports: Added wpop3d
| just added a new port, wpop3d, to the cvsrepository. The port is a pop3 daemon. (obviously)
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6:04 PM

(no subject)
I'm in the process of testing the recent kernel and userland changes. The system seemsrather stable so far. It might
be a good time to update your systems.
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6:06 PM

Change to cat
Cat hasanew feature. The -p flag allows you to specify a date format and prepends the date to the beginning of each
line of output. Thisisan easy way to log information through scripts, etc.
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Sat, 9 Sep 2006
9:01 PM

Perl
Architeisworking on afew reported problems with perl 5.8. | just added a patch to the perl5 port which allowsiit to
build aswell.
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11:49 PM

gcc 3.4 port
The gcc 3.4.6 port now works. I'm attempting to get gcc 3.3.6 to work as well.
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Sun, 10 Sep 2006
11:39 AM

More ports work



Serveral ports have been updated. gcc 3.3, 3.4, 4.0 and 4.1 should build in i386 now. dri was fixed to
correct problems for some with the xorg port.

The Mozilla suite and Firefox still do not build. We are working on that problem. Several other browsers do
work including links, lynx, dillo, etc.

There are still issues with the GNUstep port we are actively working on. Getting gcc ports to build was the
first step.

There are a few cases where the plist files are not just right yet. We still need to resolve those problems so
ports uninstall properly and packages can be made. A few test packages were placed on our ftp server
and some distfiles were mirrored there as well.

The GNUSstep and Etoile developers have been very helpful so far. Thanks!
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Sun, 17 Sep 2006
2:43 PM

em and bce
em, the Intel gigabit ethernet driver, has been updated from 6.0.5 to 6.1.4. There were reports of problems
with connections at 100baseTX on the Dell gx260. We hope this may resolve the problem.

The bce driver supports two Broadcom gigabit cards. It has been included in GENERIC for i386 and
amd64. The module and manpage require further work. This driver has not been tested. We need
feedback on this.
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2:49 PM

mports

We made the decision to start over with ports a bit. mports are a fork off a newer set of freebsd ports.
Aside from newer software, we will not be importing broken ports. Anything you see should compile and
build unless we are working on it specifically. It drastically lowers the number of ports, but should make it
easier to know what will and will not work.

There is still discussion if we will keep it as mports or replace the existing ports module in cvs.



For now, we've included some packages on our ftp server for people who need xorg or a few other ports.
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3:03 PM

zip, unzip, unrar added to new archivers category
Zip, unzip and unrar added to new archivers category.
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8:04 PM

Using mports
In order to use mports, you must do the following:

checkout the mports from cvs. The CVSROOT is anoncvs@stargazer.midnightbsd.org:/home/cvs
password is anoncvs. Updated checkout information is always available on the midnightbsd website.

Next, you must edit /usr/share/mk/bsd.port.mk and change the PORTSDIR variable to /usr/mports
Finally, go into the directory and build whichever ports you need.

Progress is not as fast as I'd like, but we've had more commits in the last 24 hours than the whole week
prior.
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Tue, 19 Sep 2006
10:58 AM

Security Vulnerability
There are some programming errors with gzip. We hope to have a patch by the end of the day in src.
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11:00 AM



mports status
Yesterday, several ports were added to our new mports. | added a number of shells. | started working on
adding gcc ports with gcc 4.0 already building. Another commiter started working on firefox.

gcc is the first step toward GNUstep support.

We still have a problem with Id's behavior that needs sorting. We are also investigating problems with the
em driver after the recent updates.

Also, please send any issues related to tput to luke@midnightbsd.org.
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Wed, 20 Sep 2006
12:39 AM

Progress
Our security officer patched the gzip vulnerability. mports work continues. New ports are added all thetime. gcc
3.2,4.1, 4.2 were added today. WindowMaker and various other ports have been added.
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Fri, 22 Sep 2006
9:38 AM

GNUstep, others

Some progress was made on GNUstep yesterdeay. gnustep-make, gnustep-base and gnustep-objc are
working. I've got gnustep-back compiling but there are a few optional dependancies i'd like to get fixed and
more testing needs to be done. Its possible that we may have a working GNUstep environment by
Monday. I've done my testing on a system with a wiped /usr/local and /usr/X11R6. I'd like to do a fresh
install and test the ports soon to verify they are 100% ok.

| looked at apache 2.2 and determined we need to get Python working for the port. There are more serious
issues with python so it may be awhile. While we are a desktop project, many people do test web apps on
their own machines, etc. | also want to be able to run on MidnightBSD.

Several window managers are available now. | added windowmaker yesterday.

Finally, we hope to test etoile after the GNUstep issues are sorted out.
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9:44 AM

Website
I've received mixed feedback on the new site design. It may change again. I've had someone approach
me with 3 logo designs that | am curently considering. If | chose the, the existing site would not fit entirely.

As for the 404 issues, I'm aware of them. A problem with em was found the same night | was working on
the website. | decided em and GNUstep are more important right now. | will try to fix the site when | get
more free time.

If someone would like to volunteer to work on the website I'd be quite interested.
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8:02 PM

More on GNUstep
I know there is great anticipation for a GNUstep package or at least a working port. I've been working on
dependancies tonight.

textproc/aspell, german/aspell, audio/libaudiofile, security/gnutls, print/cups-base, x11-tookits/gnustep-art,
and x11-toolkits/cairo have been added.
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8:59 PM

gnustep-xdps, ghostscript-gnu

well ghostscript-gnu is a dependency that is not compiling properly on my box. After fiddling with the
makefile | got it to a point its having trouble finding the jpeg libarry which is installed. I'll look at this later.
Archite or wintellect could always commit a working version :)

Either way, we are much closer to gnustep support. | technically commited the gnustep port but its not
guaranteed to work yet. Certainly, it will not work with gnustep-xdps right now.
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11:50 PM

Opera port, src
Broken Ports: opera (needs install.sh fix, compat4x port added/depends) | did manage to get it running
locally.

I've commited a few src patches today. df and the nfsclient need testing. syscons had a patch that may
effect usb keyboard attachment. It may also fix a problem on newer Sun machines with usb keyboards.
I'm going to test the syscons patch locally and then commit it tomorrow if its ok.

On my local system, I've managed to install xorg + windowmaker tonight. With the above hacks, opera is
running.

I'm too tired to test GNUSstep right now. I'll do it tomorrow. I'll also try to fix the opera port as we need a gui
browser until firefox is working well. Besides, some people prefer opera.
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Sat, 23 Sep 2006
2:35 PM

Status

Today we've got most of gnustep working. Terminal.app was added and is working. linux_base-fc4 was
added a few minutes ago. Linux compatiblity seems to be working. We added linux compatibility in an
attempt to get linux-mozilla working. We've had a few problems with the mozilla and firefox ports (native).
I'll work on this more later.

The opera port was fixed. You can now install opera along with compat4x and compat5x (freebsd).

Our ports are starting to get useful. A few categories only have one port in them, but the total number of
ports is growing by 5-10 a day right now.

In order to use mports, remember you still need to edit one mk file after you checkout mports from cvs. Any
time you installworld that fille could be overwritten. We will commit that change soon.

pkg_add -r was changed to our server. Anyone building a new world from this point forward will hit our ftp
and our packages. We have not setup the latest symlinks yet so it will fail as of today. Almost every port

can be built as a package.

There have been a few kernel and userland changes in the last 24 hours. df had some POSIX
conformance corrections. Our nfs client and syscons have been patched for various issues.

The em issues have not been resolved yet.



Security: Public
Location: Not Specified
Mood: Not Specified
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6:53 PM

linux-mozilla

I've added linux-mozillato mports tonight. Like always, it needstesting. |'ve commited so many portstoday. Its
possible | forgot one.mports/iwww/linux-mozilla and mports'www/linux-seamonkey were added in addition to opera,
links and lynx. We now have four web browsers to choose from. Native firefox and thunderbird are still a must.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

9:01 PM

(no subiject)
It just occured to me there are no email or text editor programsin ports. 1'm in the process of commiting some. vim,
pico and emacs arein ports. Xaw3d is having abit of trouble which isrequired for X11 emacs support.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Wed, 27 Sep 2006
5:14 PM

New mports

Archite has been working on pkg_add and building packages for our ftp server. Soon you'll be able to add mbsd
packages instead of compiling al ports by hand.analog, linksl, html tidy, imlib, x11/dlim, x11/wdm, gtkmm (in
various versions), gnustep based easydiff, timemon, renaissance, grouch, net/netclasses, gnustep-examplesand
stepulator have been added recently to ports. linux-thunderbird and linux-firefox-devel were updated. This should
resolve some security concerns. We've been mostly focusing on adding ports requested by users and ports needed for
our upcomming betarelease. We are hoping to have a beta release built this weekend. 0.1-betal or something along
those lines will be used for the release. We hope to ship a 0.1 release this year and possible a .2 release around
Christmas. Thisfirst release has had quite afew changesin some areas. We had hoped to do more with userland and
the kernel but getting ports going has been quite time consuming. We need a reasonable snapshot of our devel opment
to continue. Creating arelease will also allow usersto do ftp installs and make it easier for developersto try out the
system on aknown stable version. While we still don't have a clear roadmap posted yet, here's arough idea of what
we hopetoincludein 0.2-release.1. additional changesto ports based on feedback from 0.1 release2. documentation.
Installation directions and directions for common tasks like grabbing ports, etc. 3. imports of newer binutils and gcc
(3.4.6 most likely) 4. Consider updating software from the OpenBSD project after their 4.0 release including
OpenSSH, OpenNTPD and so forth. 5. Better integration with GNUstep. 6 ... TBDPeding issues for 0.1 betainclude
1. installer fixes2. adjusting make rel ease procedure to handle mports and doc builds. 3. snapshot builds. We'd like to



do one more snapshot and test installation before doing the first beta build.known bugs. The em driver issue has not
yet been resolved. Further testing is required to diagnose the problem, although its possibly access to certain
datastructures outside alock when trying to create alink. The installer only works using the "minimal” install option.
We hopeto fix this before the betais released.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

5:37 PM

Number of ports
A few people have been curious as to the number of ports we have in mports. We currently have over 260 portsin
mports known to work on x86.

Security: Public
Location: Not Specified
Mood: Blah

Music:

Fri, 29 Sep 2006
8:11 PM

Sparc64
It appears my Ultra 10 3d creator died. | am no longer able to test Sparc64 versions of MidnightBSD. I'm still
attempting to fix this, but it doesn't look good.

Security: Public
Location: Home
Mood: Irritated
Music:

Sat, 30 Sep 2006
12:09 AM

em issue

I've been unable to recreate the problem with the em driver on the dell gx260. Using a managed switch, | was ableto
set the port speed at various settings up to gigabit without causing a panic at startup. The next step will be to get the
user to compile akernel with debug options. There could be a specific issue with certain intel NIC revisions or just
with that card. Since the user said it worksin other operating systems and with freebsd 6.0, it is most likely an issue
with certain revisions and this driver.

Security: Public
Location: Not Specified
Mood: Not Specified
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Sun, 1 Oct 2006



7:04 PM

Status
A goal was set to release a beta version this weekend of 0.1 release. We do not feel that we are ready for
this beta release. There are a few issues with the new ports sytem that we'd like to resolve.

The OpenSSL and OpenSSH security updates have not been applied to the base. Beware of this issue.
Archite is working on the patches.

rsync and netcat were added to mports this weekend.

Changes have been made to GENERIC. 486 support has been removed. The current installer requires a
large amount of RAM for 486 machines and the decision was made to remove support. We hope to
improve the memory footprint on lowend hardware, but considering we are moving on with GNUstep and
xorg will be running it doesn't make sense to continue supporting 486 processors. We hope to shrink the
size of our default kernel by removing some options that can be handled with modules or are not needed by
most users. Support for RIO mp3 players has been commented out in the configuration as well.

mports index building has been fixed. The make fetchindex target was pointed at the MidnightBSD website
and we will start building indexes soon for inclusion there.

Security: Public
Location: Not Specified
Mood: Not Specified
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8:31 PM

zlib 1.2.3 import
Zlib 1.2.3 wasimported and patched tonight.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

11:17 PM

New Snapshot posted for x86
A new snapshot was posted. This version includes the recent zlib update, changes to ports including mports
compatibility, and src changes up through this evening.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Mon, 2 Oct 2006



12:54 AM

OpenSSL Security

A number of security issues were found in OpenSSL. The patch was added to MidnightBSD tonight to fix
these issues. Itis not included in the recent snapshot. Users are encouraged to update their source and
rebuild the world. OpenSSH has not been patched yet.

Here is the advisory as posted on the OpenSSL website:
OpenSSL Security Advisory [28th September 2006]
New OpenSSL releases are now available to correct four security

issues.

ASN.1 Denial of Service Attacks (CVE-2006-2937, CVE-2006-2940)

Vulnerability

Dr. S. N. Henson recently developed an ASN.1 test suite for NISCC
(www.niscc.gov.uk). When the test suite was run against OpenSSL two
denial of service vulnerabilities were discovered:

1. During the parsing of certain invalid ASN.1 structures an error
condition is mishandled. This can result in an infinite loop which
consumes system memory (CVE-2006-2937). (This issue did not affect
OpenSSL versions prior to 0.9.7)

2. Certain types of public key can take disproportionate amounts of
time to process. This could be used by an attacker in a denial of
service attack (CVE-2006-2940).

Any code which uses OpenSSL to parse ASN.1 data from untrusted sources
is affected. This includes SSL servers which enable client
authentication and S/MIME applications.

Acknowledgements

The OpenSSL team thank Dr S. N. Henson of Open Network Security and NISCC
for funding the ASN.1 test suite project.



SSL _get _shared_ciphers() buffer overflow (CVE-2006-3738)

Vulnerability

A buffer overflow was discovered in the SSL_get_shared_ciphers()
utility function. An attacker could send a list of ciphers to an
application that uses this function and overrun a buffer
(CVE-2006-3738).

Acknowledgements

The OpenSSL team thank Tavis Ormandy and Will Drewry of the Google
Security Team for reporting this issue.

SSLv2 Client Crash (CVE-2006-4343)

Vulnerability

A flaw in the SSLv2 client code was discovered. When a client
application used OpenSSL to create an SSLv2 connection to a malicious
server, that server could cause the client to crash (CVE-2006-4343).

Acknowledgements

The OpenSSL team thank Tavis Ormandy and Will Drewry of the Google
Security Team for reporting this issue.

Recommendations

These vulnerabilities are resolved in the following versions of OpenSSL:

- in the 0.9.7 branch, version 0.9.7I (or later);
- in the 0.9.8 branch, version 0.9.8d (or later).

OpenSSL 0.9.8d and OpenSSL 0.9.71 are available for download via
HTTP and FTP from the following master locations (you can find the
various FTP mirrors under http://www.openssl.org/source/mirror.html):



0 http://www.openssl.org/source/
o ftp://ftp.openssl.org/source/

The distribution file names are:

0 openssl-0.9.8d.tar.gz
MD5 checksum: 8ed1853538el1d05alf5ada6lebf8bffa
SHA1 checksum: 4136fba00303a3d319d2052bfa8e1f09a2el12fc2

0 openssl-0.9.7l.tar.gz
MD5 checksum: b21d6e10817ddeccf5fbel1379987333e
SHA1 checksum: f0e4136639b10cbd1227c4f7350ff7ad406e575d

The checksums were calculated using the following commands:

openssl md5 openssl-0.9*.tar.gz
openssl shal openss|-0.9*.tar.gz

After upgrading make sure to recompile any applications statically
linked to OpenSSL libraries and restart all applications that use
OpenSSL.

References

URL for this Security Advisory:
http://www.openssl.org/news/secadv_20060928.txt

Security: Public
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Tue, 3 Oct 2006
9:43 AM

src is broken in HEAD
The OpenSSH 4.4p1 update is in progress and as such head is most likely not compiling safely. I'll post a
new entry when its safe.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:



Wed, 4 Oct 2006
10:10 AM

mports and openssh
Yesterday, a number of useful ports were added. MySQL 5.0, gemu, wine, sdl 1.2, bind 9, and bochs were
added to mports.

The OpenSSH port is still in progress. A large number of changes need to be manually merged with this
release. Raven is working on the problem.

This week, we've gained a commiter and two more have asked to join the project. Presuming the
OpenSSH problem is resolved soon, we should be able to build a beta this weekend. I'm testing the last
snapshot today. Others have reported successful installs with diskl iso.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

5:18 PM

More ports
A great number of ports were added today. java ports are now abundant including freebsd jdk (binary) and
linux-sun-jdk* as well as jedit, bluej, and various libraries.

We are getting closer to an openoffice build. There is one remaining dependancy that must be commited
before we can do a test build. (version 1.1) I'm hoping it works as planned. With java in ports, we have a
good chance now of getting it to work.

ORBit was added today and I'm working on GCC 3.3 (needed for openoffice). linux-realplayer was added
to multimedia and although that category is a bit lacking, we should have basics covered. We'll look at
getting mplayer and xine to work later.

I'm hoping | can add tomcat soon as that would give us a java development environment for writing web
applications which | would personally find quite useful.

If there are ports that you think are needed for a desktop system, please e-mail me or post on the
MidnightBSD forum (http://forums.midnightbsd.org/)

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Fri, 6 Oct 2006
11:34 AM

FTP installation



Toinstal MidnightBSD using ftp, download the bootonly.iso (~22MB) and use that to boot your system. You can
burn it or if using a virtualization technology simply mount the iso.Proceed with a standard install. Partition your disk
and select a boot loader on the next screen. When asked for media, specify ftp and then pick a custom ftp server. Use
this as the ftp server:ftp://ftp.midnightbsd.org/pub/MidnightB SD/snapshots/0.1-061001-SNAP/ftpThis will alow you
todoaminimal install. It maybe possible to use the mirror aswell. Downloading the full install iso from the mirror
will most likely be faster. Do not try to install ports or x11 from an ftp install.

Security: Public
Location: Not Specified
Mood: Not Specified
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Sat, 7 Oct 2006
1:51 PM

Timezone installer issue

The problem with the installer is related to an error reading /usr/share/zoneinfo/zone.tab with the tzsetup
command. The installer actually calls that program to setup timezones during install. It is the source of the
reported problem.

Security: Public
Location: Not Specified
Mood: Not Specified
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Sun, 8 Oct 2006
2:30 AM

Subtle changes
I've made a few minor changes to the boot/loader code this morning. The changes should fix problems
with some HP/Compaq computers and the general size of the boot2 code should be a bit smaller.

| also looked at the report about the boot menu specifying FreeBSD. | could easily change the code to
simply print BSD as it does for all other BSD systems. ['ll hold off on that change until the other boot
changes are verified.

On the topic of OpenSSH, raven has been delayed finishing the work.

I've also researched the dri/drm reports a bit. Our dri code matches the code in FBSD 6.1 Release. There
have been recent commits to fix a few things, notably the intel 945 chipset. | may look at importing those
later. Until we get a newer xorg version in ports, it won't make much difference.

The timezone issue should be resolved with the installer and while running tzsetup.

TODO: remove some of the alpha code in boot, etc. Consider importing bzip2 changes for boot when they
are finished. Look into upgrading xorg to 7.x.



Security: Public
Location: Not Specified
Mood: Not Specified
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Mon, 9 Oct 2006
2:19 AM

Downtime

The website was down due to a hardware swap out. | replaced the existing "server" with my workstation.
The old system was an amd sempron 2300+ with 768mb ram, 80gb ide, 2x 80gb sata raid 1. The new
setup is a Dell Precision 650 workstation with 2 intel xeon 2.0Ghz processors, the above mentioned IDE
disk and a 76GB seagate U160 scsi disk. The sata raid was very unstable on the msi board. | suspect the
nforce2 sata raid controller was a bit flaky. Regardless, the precision has been used to build releases up to
this point so its fairly stable.

The upside is that my new system is a Pentium D 805 so | will be able to support AMD64/EMT64 releases
in the future.

Security: Public
Location: Not Specified
Mood: Not Specified
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Wed, 11 Oct 2006
12:56 AM

OpenSSH

The 4.4p1 import is complete, however the treeis still not compiling. Over the weekend, we switched server
hardware and the old system was very flaky. It appears afew files were damaged on the cvs server. We are gradually
fixing or replacing the files, but it appears a few makefiles were damaged and they are fun to hunt down.

Security: Public
Location: Not Specified
Mood: Not Specified
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Thu, 12 Oct 2006
3:05 PM

Progress

Today i've continued work on restoring the source tree. | just did some minor changes to the website
including removing the bit torrent link and sending people to the ftp server. I'll fix the www and torrent links
when we do a release. Its just easier for snaps to leave it like this for now. | also placed a link to the forum
on the first page. Some people have had trouble finding it.

Not to sound like an MSDN newsletter, but its snowing here!



Security: Public
Location: Not Specified
Mood: Not Specified
Music:

3:42 PM

Light at the end of the tunnel
The kernel is compiling again in src. I'm testing it so i don't know how stable it is yet.

dmesg

Copyright (c) 2006 The MidnightBSD Project.

Copyright (c) 1992-2006 The FreeBSD Project.

Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994

The Regents of the University of California. All rights reserved.

MidnightBSD 0.1-PRERELEASE #2: Thu Oct 12 14:55:44 EDT 2006
lafferl@enterprise.midnightbsd.org:/usr/obj/usr/src/sys/IGENERIC

Timecounter "i8254" frequency 1193182 Hz quality O

CPU: Pentium lll/Pentium Il Xeon/Celeron (546.33-MHz 686-class CPU)

Origin = "Genuinelntel" Id = 0x673 Stepping = 3

Features=0x383fbff<FPU,VME,DE,PSE, TSC,MSR,PAE,MCE,CX8,APIC,SEP,MTRR,PGE,MCA,CMOV,PA

T,PSE36,MMX,FXSR,SSE>

real memory =536862720 (511 MB)

avail memory = 515997696 (492 MB)

ACPI APIC Table: <DELL PE2300 >

ioapicO: Changing APIC ID to 1

ioapicO <Version 1.1> irgs 0-23 on motherboard

kbd1l at kbdmuxO

npx0: [FAST]

npx0: <math processor> on motherboard

npx0: INT 16 interface

acpiO: <DELL PE2300> on motherboard

acpiO: Power Button (fixed)

Timecounter "ACPI-safe" frequency 3579545 Hz quality 1000

acpi_timer0: <24-bit timer at 3.579545MHz> port 0x808-0x80b on acpi0

cpu0: <ACPI CPU> on acpiO

pcib0: <ACPI Host-PCI bridge> port 0xcf8-0xcff on acpiO

pci0: <ACPI PCI bus> on pcib0

agpO: <Intel 82443GX host to PCI bridge> mem 0xfO000000-0xf3ffffff at device 0.0 on pciO

pcibl: <ACPI PCI-PCI bridge> at device 1.0 on pciO

pcil: <ACPI PCI bus> on pcibl

pcil: <display, VGA> at device 0.0 (no driver attached)

pcib2: <ACPI PCI-PCI bridge> at device 2.0 on pci0

pci2: <ACPI PCI bus> on pcib2

ahc0: <Adaptec aic7860 Ultra SCSI adapter> port 0xec00-0Oxecff mem 0xfofff000-0xfoffffff irq 16 at device

6.0 on pci2

ahcO: [GIANT-LOCKED]



aic7860: Ultra Single Channel A, SCSI I1d=7, 3/253 SCBs

isab0: <PCI-ISA bridge> at device 7.0 on pci0

isa0: <ISA bus> on isab0

atapciO: <Intel PIIX4 UDMA33 controller> port 0x1f0-0x1f7,0x3f6,0x170-0x177,0x376,0xffa0-0xffaf at
device 7.1 on pci0

ata0: <ATA channel 0> on atapciO

atal: <ATA channel 1> on atapciO

uhciO: <Intel 82371AB/EB (P11X4) USB controller> at device 7.2 on pciO

uhciO: [GIANT-LOCKED]

usbO: <Intel 82371AB/EB (Pl1X4) USB controller> on uhciO

usb0: USB revision 1.0

uhubO: Intel UHCI root hub, class 9/0, rev 1.00/1.00, addr 1

uhubO: 2 ports with 2 removable, self powered

pciO: <bridge> at device 7.3 (no driver attached)

ahcl: <Adaptec 2940 Ultra2 SCSI adapter> port Oxdc00-0Oxdcff mem Oxfe000000-0xfe000fff irq 20 at
device 8.0 on pci0

ahcl: [GIANT-LOCKED]

aic7890/91: Ultra2 Wide Channel A, SCSI Id=7, 32/253 SCBs

vgeO: <VIA Networking Gigabit Ethernet> port 0xd800-0xd8ff mem 0xfe001000-0xfe0010ff irq 21 at device
10.0 on pciO

miibus0: <MIl bus> on vge0

ciphy0: <Cicada CS8201 10/100/1000TX PHY> on miibus0

ciphyO: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, 1000baseT, 1000baseT-FDX, auto
vgeO0: Ethernet address: 10:00:60:50:01:1a

fdcO: <floppy drive controller> port 0x3f0-0x3f5,0x3f7 irq 6 drq 2 on acpiO

fdcO: [FAST]

fd0: <1440-KB 3.5" drive> on fdcO drive 0

atkbdcO: <Keyboard controller (i8042)> port 0x60,0x64 irq 1 on acpiO

atkbdO: <AT Keyboard> irg 1 on atkbdcO

kbdO at atkbdO

atkbdO: [GIANT-LOCKED]

psmO: <PS/2 Mouse> irq 12 on atkbdcO

psmO: [GIANT-LOCKED]

psmO0: model IntelliMouse, device ID 3

sio0: configured irg 4 not in bitmap of probed irqs 0

sio0: port may not be enabled

sio0: <16550A-compatible COM port> port 0x3f8-0x3ff irg 4 flags 0x10 on acpiO

sio0: type 8250 or not responding

siol: configured irq 3 not in bitmap of probed irqs 0

siol: port may not be enabled

siol: configured irq 3 not in bitmap of probed irgqs 0

siol: port may not be enabled

pmtimer0 on isa0

orm0: <ISA Option ROMs> at iomem 0xc0000-0xc7fff,0xc8000-0xcd7ff,0xcd800-0xcdfff on isa0
ppcO: parallel port not found.

sc0: <System console> at flags 0x100 on isa0



sc0: VGA <16 virtual consoles, flags=0x300>

siol: configured irq 3 not in bitmap of probed irgqs 0

siol: port may not be enabled

vgaO: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0xbffff on isa0
Timecounter "TSC" frequency 546330083 Hz quality 800

Timecounters tick every 1.000 msec

Waiting 5 seconds for SCSI devices to settle

ses0 at ahcl bus O target 6 lun 0

ses0: <DELL 1x6 U2W SCSI BP 5.23> Fixed Processor SCSI-2 device

ses0: 3.300MB/s transfers

ses0: SAF-TE Compliant Device

daO at ahcl bus 0 target 0 lun 0

da0: <QUANTUM ATLAS IV 18 SCA 0707> Fixed Direct Access SCSI-3 device
da0: 40.000MB/s transfers (20.000MHz, offset 31, 16bit), Tagged Queueing Enabled
da0: 17366MB (35566499 512 byte sectors: 255H 63S/T 2213C)

dal at ahcl bus O target 2 lun 0

dal: <QUANTUM ATLAS IV 18 SCA 0707> Fixed Direct Access SCSI-3 device
dal: 40.000MB/s transfers (20.000MHz, offset 31, 16bit), Tagged Queueing Enabled
dal: 17366MB (35566499 512 byte sectors: 255H 63S/T 2213C)

cdO at ahcO bus 0 target 5 lun O

cd0: <NEC CD-ROM DRIVE:466 1.06> Removable CD-ROM SCSI-2 device
cd0: 20.000MB/s transfers (20.000MHz, offset 15)

cdO: Attempt to query device size failed: NOT READY, Medium not present
Trying to mount root from ufs:/dev/daOsla

vgeO: link state changed to UP

Security: Public
Location: Not Specified
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3:51 PM

A request for the server dmesg :)

dmesg

Copyright (c) 2006 The MidnightBSD Project.

Copyright (c) 1992-2006 The FreeBSD Project.

Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994

The Regents of the University of California. All rights reserved.

MidnightBSD 0.1-PRERELEASE #0: Mon Oct 9 01:27:25 EDT 2006
lafferl@stargazer.midnightbsd.org:/usr/obj/usr/src/sys/SMP

ACPI APIC Table: <DELL WS 650 >

Timecounter "i8254" frequency 1193182 Hz quality O

CPU: Intel(R) Xeon(TM) CPU 2.00GHz (1993.58-MHz 686-class CPU)

Origin = "Genuinelntel" Id = 0xf27 Stepping =7

Features=0xbfebfbff<FPU,VME,DE,PSE, TSC,MSR,PAE,MCE,CX8,APIC,SEP,MTRR,PGE,MCA,CMOQOV,PA

T,PSE36,CLFLUSH,DTS,ACPI,MMX,FXSR,SSE,SSE2,SS,HTT, TM,PBE>



Features2=0x4400<CNTX-ID,<b14>>

Hyperthreading: 2 logical CPUs

real memory = 1073172480 (1023 MB)

avail memory = 1041076224 (992 MB)

ioapic0: Changing APIC ID to 8

ioapicl: Changing APIC ID to 9

ioapic2: Changing APIC ID to 10

ioapicO <Version 2.0> irgs 0-23 on motherboard

ioapicl <Version 2.0> irgs 24-47 on motherboard

ioapic2 <Version 2.0> irgs 48-71 on motherboard

kbd1 at kbdmuxO

npx0: [FAST]

npx0: <math processor> on motherboard

npx0: INT 16 interface

acpiO: <DELL WS 650 > on motherboard

acpiO: Power Button (fixed)

Timecounter "ACPI-fast" frequency 3579545 Hz quality 1000

acpi_timer0: <24-bit timer at 3.579545MHz> port 0x808-0x80b on acpi0

cpu0: <ACPI CPU> on acpiO

acpi_button0: <Power Button> on acpiO

pcib0: <ACPI Host-PCI bridge> port 0xcf8-0xcff on acpiO

pciO: <ACPI PCI bus> on pcib0

pcibl: <PCI-PCI bridge> mem 0xc0000000-0xcfffffff at device 1.0 on pciO
pcil: <PCIl bus> on pcibl

pcil: <display, VGA> at device 0.0 (no driver attached)

pcil: <display> at device 0.1 (no driver attached)

pcib2: <ACPI PCI-PCI bridge> at device 2.0 on pci0

pci2: <ACPI PCI bus> on pcib2

pci2: <base peripheral, interrupt controller> at device 28.0 (no driver attached)
pcib3: <ACPI PCI-PCI bridge> at device 29.0 on pci2

pci3: <ACPI PCI bus> on pcib3

emO: <Intel(R) PRO/1000 Network Connection Version - 6.1.4> port Oxdcc0-Oxdcff mem 0xff6e0000-
Oxffefffff irq 24 at device 14.0 on pci3

emO: Ethernet address: 00:0d:56:f1:ab:2e

emO: [FAST]

pci2: <base peripheral, interrupt controller> at device 30.0 (no driver attached)
pcib4: <ACPI PCI-PCI bridge> at device 31.0 on pci2

pci4: <ACPI PCI bus> on pcib4

mpt0: <LSlLogic 1030 Ultra4 Adapter> port 0xcc00-0xccff mem 0xff4e0000-0xff4fffff,0xff4c0000-0xff4dffff
irg 50 at device 14.0 on pci4

mptO: [GIANT-LOCKED]

mpt0: MPI Version=1.2.9.0

mptO: Unhandled Event Notify Frame. Event Oxa.

mpt0: mpt_wait_req timed out

mpt0: read_cfg_header timed out

uhciO: <Intel 82801DB (ICH4) USB controller USB-A> port 0xff80-0xffof irq 16 at device 29.0 on pciO



uhciO: [GIANT-LOCKED]

usbO: <Intel 82801DB (ICH4) USB controller USB-A> on uhciO
usb0: USB revision 1.0

uhubO: Intel UHCI root hub, class 9/0, rev 1.00/1.00, addr 1
uhubO: 2 ports with 2 removable, self powered

uhcil: <Intel 82801DB (ICH4) USB controller USB-B> port 0xff60-0xff7f irq 19 at device 29.1 on pciO
uhcil: [GIANT-LOCKED]

usbl: <intel 82801DB (ICH4) USB controller USB-B> on uhcil
usbl: USB revision 1.0

uhubl: Intel UHCI root hub, class 9/0, rev 1.00/1.00, addr 1
uhubl: 2 ports with 2 removable, self powered

uhci2: <Intel 82801DB (ICH4) USB controller USB-C> port 0xff40-Oxff5f irq 18 at device 29.2 on pciO
uhci2: [GIANT-LOCKED]

usb2: <Intel 82801DB (ICH4) USB controller USB-C> on uhci2
usb2: USB revision 1.0

uhub?2: Intel UHCI root hub, class 9/0, rev 1.00/1.00, addr 1
uhub2: 2 ports with 2 removable, self powered

ehci0: <Intel 82801DB/L/M (ICH4) USB 2.0 controller> mem 0xffa20000-0xffa203ff irq 23 at device 29.7 on
pcio

ehciO: [GIANT-LOCKED]

usb3: EHCI version 1.0

usb3: companion controllers, 2 ports each: usb0 usbl usbh2
usb3: <Intel 82801DB/L/M (ICH4) USB 2.0 controller> on ehciO
usb3: USB revision 2.0

uhub3: Intel EHCI root hub, class 9/0, rev 2.00/1.00, addr 1
uhub3: 6 ports with 6 removable, self powered

pcib5: <ACPI PCI-PCI bridge> at device 30.0 on pciO

pci5: <ACPI PCI bus> on pcib5

fwohciO: <Texas Instruments TSB43AB22/A> mem OxffOff800-0xffOfffff, OxffOf8000-0xffOfbfff irg 20 at device
12.0 on pci5

fwohciO: OHCI version 1.10 (ROM=0)

fwohciO: No. of Isochronous channels is 4.

fwohciO: EUI64 86:ff:ff:ff.ff:ff.ff.00

fwohciO: Phy 1394a available S400, 2 ports.

fwohciO: Link S400, max_rec 2048 bytes.

firewire0: <IEEE1394(FireWire) bus> on fwohciO

fweO: <Ethernet over FireWire> on firewireO

if fwe0: Fake Ethernet address: 86:ff:ff:ff:ff.00

fweO0: Ethernet address: 86:ff:ff:ff:ff.00

fweO: if_start running deferred for Giant

sbp0: <SBP-2/SCSI over FireWire> on firewire0

fwohciO: Initiate bus reset

fwohciO: node_id=0xc800ffc0, gen=1, CYCLEMASTER mode
firewire0: 1 nodes, maxhop <= 0, cable IRM = 0 (me)

firewire0: bus manager 0 (me)

isab0: <PCI-ISA bridge> at device 31.0 on pci0



isa0: <ISA bus> on isab0

atapciO: <Intel ICH4 UDMAZ100 controller> port 0x1f0-0x1f7,0x3f6,0x170-0x177,0x376,0xffa0-0xffaf at
device 31.1 on pciO

ata0: <ATA channel 0> on atapciO

atal: <ATA channel 1> on atapciO

pciO: <serial bus, SMBus> at device 31.3 (no driver attached)

fdcO: <floppy drive controller> port 0x3f0-0x3f5,0x3f7 irq 6 drg 2 on acpiO

fdcO: [FAST]

fd0: <1440-KB 3.5" drive> on fdcO drive O

atkbdcO: <Keyboard controller (i8042)> port 0x60,0x64 irq 1 on acpiO

atkbdO: <AT Keyboard> irq 1 on atkbdcO

kbdO at atkbdO

atkbdO: [GIANT-LOCKED]

psmO0: <PS/2 Mouse> irq 12 on atkbdcO

psmO: [GIANT-LOCKED]

psmO: model IntelliMouse Explorer, device ID 4

sio0: <16550A-compatible COM port> port 0x3f8-0x3ff irq 4 flags 0x10 on acpiO
sio0: type 16550A, console

pmtimer0 on isa0

orm0: <ISA Option ROMs> at iomem 0xc0000-0xcbfff,0xcc000-0xcffff,0xe0000-0xe17ff,0xe1800-0xe3fff on
isa0

ppcO: parallel port not found.

sc0: <System console> at flags 0x100 on isa0

sc0: VGA <16 virtual consoles, flags=0x300>

siol: configured irq 3 not in bitmap of probed irgqs 0

siol: port may not be enabled

vgaO: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0xbffff on isa0
Timecounter "TSC" frequency 1993577736 Hz quality 800

Timecounters tick every 1.000 msec

ad0: 76293MB <Seagate ST380011A 3.16> at ata0-master UDMA100

acdO: CDRW <HL-DT-ST GCE-8481B/C102> at atal-master UDMA33

Waiting 5 seconds for SCSI devices to settle

da0 at mptO bus O target O lun 0

da0: <SEAGATE SX173404LC BD12> Fixed Direct Access SCSI-3 device
da0: 80.000MB/s transfers (40.000MHz, offset 63, 16bit), Tagged Queueing Enabled
da0: 70007MB (143374738 512 byte sectors: 255H 63S/T 8924C)

Trying to mount root from ufs:/dev/adOsla

emO: link state changed to UP

Security: Public
Location: Not Specified
Mood: Accepted
Music:

Fri, 13 Oct 2006
9:52 AM



src compiles
Just an FY |, buildworld and buildkernel are working again. |I'm running both on the servers. The OpenSSH update
appearsto have worked fine.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

10:52 PM

src/sys/dev/ata

| started working on atatonight. src might be broken on and off during the weekend asi work oniit. Architeis
working on mtree and security scripts.Wintellect has been commiting some ports. Cherokee was added on the 11th.
OpenBox and xli were commited earlier in the week. Development has slowed down this week. Most commiters are
quite busy right now. 1I'm personally still working on getting MidnightBSD to support my new computer.

Security: Public

Location: Home

Mood: Not Specified

Music: All Apologies - MTV Unplugged in New York - Nirvana

Wed, 18 Oct 2006
12:11 AM

New Snapshot posted yesterday

A new snapshot including the fixed to em and updates to ata was posted on the FTP server. There are also possible
fixesfor installing mports during install and setting time zones.More updates to atawill be commited in due time.
Also, we had talked about releasing a beta a few weeks ago. We decided to hold off until the installer issues are
fixed. Thereisaso apossible problem with the OpenSSH updates which we must test and correct if necessary.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

12:16 AM

rm, Is, amd, GNUstep?

I've commited some minor changes to rm (1) and Is (1) today along with some corrections to the amd (8) rc startup
script. On the GNUSstep front, installer changes must be made to add GNUstep and its environment. This can not be
completed until the installer allows portsto beinstalled, etc. A list of appsto include in adefault install have not been
determined yet. A word processor, text editor, email client, web browser and media player are obvious needs. 1'd like
agood sampling of GNUstep applications with the system. 1'm going to look at the GNUstep live cd for ideas, but
any additional thoughts could be left on our website forumsin the GNUstep section. In fact, any applications that you
want in base, please post there. We'd love to know what users or potential users actually want or need. Please specify
if you *need* it or just want it. AsaBSD project, we don't want to include too much where it feels big (4CD redhat
install isbad for instance) Our installer should be smaller than Windows Vista + Visual Studio or Mac OS X



including developer tools. (hopefully smaller than that)So far we have been unsuccessful getting Etoile to run on
MidnightBSD. Our current planisto roll out GNUstep and some basic apps with our installer first and then revisit
Etoile. Thiswill give their project more time to improve the system and will give us time to get essential components
ready. If etoile does not work out, we'll go down adifferent path. We've had increasing pressure to release arelease
lately. | realize everyoneisanxious, but | also know we will be heavily judged on thisfirst release.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Thu, 26 Oct 2006
12:02 AM

Firefox 2, WITH_DEBUG for mports, ECHO_MSG cleanup

Firefox 2.0 was added to mports on Tuesday. The www/linux-firefox port is now firefox2. linux-firefox-devel is now
an october release of firefox 3.0a.FreeBSD recently announced some of the SoC project results. We've been
reviewing afew of the projects for possible inclusion in MidnightBSD. Two of the ports changes have been added to
MidnightBSD's mports. WITH_DEBUG allows you to add common debug flags (-g) or a specified flag to ports to
allow them to compile with debuging turned on. This could be useful for port maintainers. Some mports already have
aWITH_DEBUG option. We've also fixed some of the erroneous uses of ECHO_CMD and replaced it with
ECHO_MSG. For details on the differences, please consult the bsd.port.mk filein your mportsMKk directory. |
realize many of you are waiting for unique features in MidnightBSD. We are working on some new things, but we
also want to track FreeBSD enhancements as long as possible. All the BSD projects share from one another and
someday we hope to contribute useful code back to the community. Our security officer has been working on some
very interesting improvements. |'ve been working on several projects at the same time including Python patches,
fixing installation problems with the 1SOs, and working on adding support for the intel |CH8 chipset used in my new
desktop. The IDE controller is not detected on bootup but all sata controllers are working in compatibility mode.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Fri, 27 Oct 2006
8:36 PM

src/sys/dev and cam updates

I've spent a good part of the day updating support for various hardware devices. MidnightBSD now
supports Intel ICH8 sata chipsets including the version found on the Intel DP965LT Motherboard. Fixes
were imported for usb, atkbd, kbdmux, and kbd. The mpt driver used by several LSI SCSI and Fibre
Channel controllers was udated, although it has not be extensively tested yet.

If you purchase a newer system with an unsupported PATA controller like that included with the above
mentioned intel board, you can install MidnightBSD using a USB cd/dvd drive. There are some issues with
some usb devices and midnightbsd. If you have difficulty, try booting a freebsd 6.2 beta cd. You can install
freebsd and then build and install midnightbsd from source. Remember the kernel will not sync well with
userland so you must do an installworld before rebooting. You can always install the kernel and boot off



kernel.old to installworld if you wish to test first. I'm hoping the new USB driver updates might help with this
problem. I've noticed it with a Pioneer DVD burner which is also known to be a bit odd in OS X and
Windows.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

8:45 PM

mports

Phil's been hard at work with mports lately. In the last few days he's imported postgresql, php5, aide,
mhash, php5-mysql, mplayer, mplayer-skins, xvid, mail/spamd, www/neon, pwgen, bitlbee, postgresql-
plruby, p5-DBD-pg, and postgresql-docs.

I'm also added linux-firefox and linux-firefox-devel updates.

Security: Public
Location: Not Specified
Mood: Hopeful

Music:

8:50 PM

A list of drivers updated
ata, fdc, kbdmux, usb, mpt, atkbd, vge, random, pci, and ahb.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Sat, 28 Oct 2006
2:39 AM

Gaming

Our first OpenGL game is working under MidnightBSD. Enemy Territory was running with the nvidia
freebsd binary driver tonight at about 70fps @ 1024 x 768 on a GeForce 7300 pcie card while compiling
gcc on a dual core 2.66 Pentium D.

For ET fans, there appears to be some kick issues on the server | tested tonight. It could be a cvar
violation in relation to "linux" checks. | need to sleep so | won't be investigating it further tonight.

The system is running a kernel from late yesterday prior to the last few commits with SSE.

On a side note, | noticed the generic ide controller detection is picking up the single pci channel on my intel



motherboard but not the drives connected to it. There is more information on this in the forum under
general hardware support.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Mon, 30 Oct 2006
2:59 AM

OpenSSH issues
I've isolated the problem with OpenSSH. OpenSSH 4.4p1 requires strtonum. Archite commited it 2 months
ago, but he forgot to add it to stdlib.h :)

As such, the function didn't have a correct prototype and caused the function which reads /etc/ssh/moduli to
always hit its error handler.

The mport version now appears to work properly. I'll try base later.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Wed, 1 Nov 2006
10:57 AM

New Snapshot

A new snapshot was released yesterday for i386. It includes improved hardware support for ATI and Intel graphics
cards aswell as Intel ICH8 support. mpt, vge, pci, ush, and a slew of other device s were synced with FreeBSD 6.1
Release or 6-Stable. We've also updated base and it includes a recent mports tarball with around 450 ports!
Installation Notes: 1. packages are still not bundled on theisos. The holdup is python support. We need to either
rewrite the package split script or get python running correctly (preferred). Python modules are not loading in our
experimental port and its marked broken. Do not try to install xorg or other packages in the installer as you will get
annoying error messages. Thisis by far the largest holdup to 0.1 Release.2. If you have a recent motherboard such as
the Intel DPO65L T with athird party satato patainterface on the motherboard, it may not detect your cdrom drives.

Y ou can use a usb cdrom to install in this case.3. If you'd like to update your mports, use anonymous cvs as posted on
the website. Thetar.gz file on the ftp is older than the one included in thisrelease. Hardware:Thisrelease is solely
for 1386, but I'm attempting to cross compile an amd64 snapshot. |If all goeswell, | will post it on the ftp today or
tomorrow. Testing:This release has been tested on three systems. All three have Intel processors of various ages...
Pl Xeon 550mhz on Generic, Xeon P4 2.0Ghz SMP, D805 2.66 Dual Core. Sadly | no longer have an AMD system
to test with. Feedback:Please report any issues on our forum.Download:Y ou can get this rel ease on the MidnightBSD
FTP server or the ISC mirror.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:



11:48 AM

mports: screen Vulnerability
Ubuntu published a security vulnerability on screen yesterday. 1I've aready patched the mport.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

11:49 AM

mports: German
I've added several german mports this morning including additional aspell and ispell dictionaries, acrobat reader and
staroffice.

Security: Public
Location: Not Specified
Mood: Blah

Music:

Sat, 4 Nov 2006
8:28 AM

Update

The python 2.1 port has been fixed. We finally have working python on MidnightBSD. We will attempt to port a
recent version of Python soon, but the older version was much easier to get working. | will be experimenting with the
package build system later today. If the scripts work with python 2.1 or can easily be back ported, | should be ableto
build packages on the next snapshot or possibly betarelease. Including packages is arequirement for installing the
graphical environment as we want to use ports to ease upgrades and allow us to automate software updatesin the
future.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

1:06 PM

New ports
apr and subversion were added today. python 2.1 now creates a symlink as python to enable these ports.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Thu, 9 Nov 2006



9:11 AM

mports and openssh

A new version of OpenSSH was released. We are researching the need to update the version in base.
The fix list states that there were bugs in solaris and a potential security hole that requires additional
interference to compromise.

There have been several additions to ports. One of the most recent additions is xinetd.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

10:09 AM

OpenSSH port
OpenSSH port was updated to 4.5p1. Anyone concerned about the possible security issue can install this port.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

10:37 AM

Python 2.2

Python 2.2 was just added to mports. We now have 2.1 and 2.2 working on MidnightBSD. The 2.1 port makes a
symlink to /usr/local/bin/python but the 2.2 port does not. If you use a port that requires python like subversion, you
will need to manually add the symlink if you choose to use python 2.2

Security: Public
Location: Not Specified
Mood: Accomplished
Music:

Tue, 14 Nov 2006
1:40 PM

(no subject)
Subversion was updated to the latest release. This should fix the fetch issue some people were having.

Security: Public
Location: Not Specified
Mood: Not Specified
Music:

Thu, 16 Nov 2006



8:40 AM

Vulnerability in Firewire
Here is an advisory that also affects MidnightBSD. A patch was added to cvs moments ago.

http://www.kernelhacking.com/rodrigo
Kernel Hacking: If i really know, i can hack

GPG KeylID: 5E90CA19

Message sent using UebiMiau 2.7.2

FreeBSD all versions FireWire IOCTL kernel integer overflow information disclousure
11/15/2006

Notice

This bug has been specially discovered for the Month of Kernel Bugs and to
the Hackers to Hackers Conference Il (http://www.h2hc.org.br/en/).

Summary

Firewire device is enabled by default in the GENERIC kernel. It defines
an IOCTL function which can be malicious called passing a negative buffer
lenght value. This value will bypass the lenght check (because the value
is negative) and will be used in a copyout operation.

Systems Affected

FreeBSD all versions
NetBSD  all versions
DragonFly all versions
TrustedBSD* all versions

Impact



This is a kernel bug and the system can be compromised by local users and
important system informations can be discloused (basically, a mem dump ;) )

Explanation

Firewire interface can be tunned. It provides an ioctl function receiving
many parameters that can be changed.

The follow is a code fragment from (FreeBSD - dev/firewire/fwdev.c (fw_ioctl  function) || DragonFlyBSD
bus/firewire/fwdev.c (fw_ioctl function) || NetBSD - dev/ieeel394/fwdev.c (FW_IOCTL function)) file:

if (crom_buf->len < len)
len = crom_buf->len;
else

crom_buf->len = len;

err = copyout(ptr, crom_buf->ptr, len);
We control the crom_buf->len (it's passed as argument to the ioctl function)
S0, passing it as a negative value will bypass this if statement (our value
is minor than the default one).
So, our value is used in a copyout function. ptr is defined before this
copyout as:

if (fwdev == NULL ) {

ptr = malloc(CROMSIZE, M_FW, M_WAITOK);

}else {
ptr = (void *)&fwdev->csrrom[0];

This information disclousure lead an attacker dump all the system memory.

Solution

Attached in this advisory a patch for the FreeBSD 5.5 (it's pretty simple,  so, just need to be little
changed to the other BSD's)

Timelife




11/15/2006 - Advisory Public Disclousure (sorry for the developers, but we
are just respecting the Month of Kernel Bugs Timelife)

Acknowledgments

Filipe Balestra <filipe@balestra.com.br> and Rodrigo Rubira Branco
(BSDaemon) <rodrigo@kernelhacking.com> for the discovering, analysis
and patch.

Contact Information

You can reach the authors of this advisory by mail or visiting some

websites:
http://lwww.balestra.com.br -> Personal Website of Filipe
http://www.risesecurity.org -> RISE Security Research (Rodrigo is member  of the RISE Security Team)
http://www.kernelhacking.com/rodrigo -> Personal Website of Rodrigo

References

http://www.kernelhacking.com/bsdadv1l.txt -> Actual version of the advisory
http://www.risesecurity.org/RISE-2006002.txt -> Related issue

Disclaimer (taken from teso-team)

This advisory does not claim to be complete or to be